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AES Encryption Performance

Avoid the High Cost of Poorly Performing
Encryption Solutions

AS EntErPriSE CuStomErS dEPloy dAtA SECurity SolutionS 

to meet compliance requirements they are frequently surprised by the 

performance impacts of encryption. inadequate attention to encryption 

performance can lead to increased costs, delayed or failed projects, 

compliance failure, reduced flexibility to meet competitive challenges, 

and exposure to legal liability. this paper helps understand the basic facts 

of encryption performance and how you can avoid problems.
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Introduction

AES encryption has become the de facto standard for 
protecting data at rest in databases and unstructured data 
such as flat files, messages, Edi, and Xml documents. many 
Enterprise customers have been surprised by the poor 
performance of some of their encryption solutions. Poorly 
performing encryption solutions can increase hardware and 
software license costs, delay data security projects, reduce 
business flexibility, and lead to compliance failure. this 
paper discusses encryption performance and what you can 
do to detect poorly performing vendor solutions.

Encryption - A Resource Hungry 
Application

By its very nature, encryption and decryption are resource 
intensive processes. Encrypting a simple credit card number 
requires many thousands of computer instructions. these 
instructions merge the input data (the data you want to 
protect, called “plain text”) with an encryption key using 
a large number of computer instructions to produce the 
secured data (called the “cipher text”). Because of the large 
number of computer instructions, an Enterprise customer 

will experience increased utilization of computer resources 
and a need to consider adding additional capacity.

Compliance regulations are tending in the direction of 
requiring the encryption of more and different kinds of 
data. in addition to credit cards, Enterprise customers 
now need to encrypt social security numbers, medical 
identification numbers and medical records, military ids, 
address information, and any other data that can be used to 
identify an individual person.  it is more common now that a 
company may be subject to several different data security 

regulations. For example, a publicly traded health provider 
may have data security encryption requirements from 
Sarbanes-oxley, PCi, HiPAA, and state privacy notification 
laws. it seems likely that data security regulations will 
continue to evolve in the direction of requiring more 

encryption security.

Vendor Solutions Vary Greatly In 
Performance

Enterprise customers can be surprised to discover that 
encryption from one vendor can perform very differently 
than the very same encryption from another vendor.  While 
the various vendor solutions accomplish the same tasks, 
they vary greatly in how efficiently they do these tasks. the 
differences can vary by a factor of 100 or greater!  this can 
have a large impact on business applications that perform 
encryption and decryption tasks.  one vendor’s solution 
may encrypt a data in 10 minutes, and another vendor’s 
solution may take 16.5 hours to perform the same task!

Performance Study:
one of our current customers is a large retailer 
with a group of brands with brick and mortar 
retail stores. in addition to physical stores, the 
retailer operates successful web sites for on-
line purchases. like all high end retailers they 
needed to meet PCi data security standards for 
protecting customer credit card information. After 
an extensive review of available solutions, this 
retailer selected townsend Security’ Alliance AES 
encryption product to help meet its needs. 

on the iBm i platform, they deployed the Alliance 
AES Encryption solution to protect sensitive 
data in dB2 data base files and in a variety of 
unstructured data files. the company was able to 
achieve PCi compliance in their core ErP systems 
on the iBm i in record time.

While computer encryption is not new, many of the 
current vendor encryption solutions for business data 
are relatively new. this means that the vendor may not 
have had time to optimize the encryption for each server 
platform. optimizing software for performance is a complex 
task and usually involves specialized technical talent 
and some experimentation with different computational 
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techniques.  Encryption vendors have the added challenge 
of re-certifying their solutions when they make changes to 
their applications.  unless an encryption vendor is deeply 
committed and invested in encryption technologies, 
they may not make performance enhancements to their 

applications.

Avoid A Performance Surprise

Armed with the knowledge that encryption performance is 
important, you can take action to avoid potential problems.  
Before acquiring an encryption solution, ask your data 
security vendor to provide performance metrics for their 
solution. How long does it take to encrypt one million credit 
card numbers? Can they provide you with source code and 
demonstrate this performance on your server? 

Return On Investment:
many Enterprise customers will eventually 
upgrade their encryption solutions to 
achieve better performance as well as new 
features.  Because encryption solutions are 
not expensive, the return on investment 
to such upgrades can be very rapid.  you 
can help minimize the impact of future 
performance upgrades by modularizing 
you implementation.

Create your own proof-of-concept applications that measure 
encryption and decryption performance in your application 
environment. Be sure to measure how well the encryption 
solution performs under your current transaction loads, as 
well as anticipated future transaction loads. A good rule of 
thumb is to be sure you can handle three times your current 
encryption volume. this will position you for increased loads 
due to unexpected changes in the market, or an acquisition 
of another company. it also insures that you are seeing 
real-life performance metrics, and not just the vendor’s 
marketing message.

Pricing Calculations:
Ask your purchasing and accounting 
departments to include performance 
upgrade costs in the pricing calculation 
during vendor evaluation.  Be sure 

these costs include any increases in 
software license fees.  if an encryption 
solutions consumes one third of the CPu 
processing power of a server, you might 
want to include the cost of upgrading to 
a processor twice as powerful as the one 
you have.  Working these costs in during 
the product evaluation phase can provide 
a more realistic view of the actual cost of a 
vendor encryption solution.

The Hidden Costs of Encryption

Poorly performing encryption solutions can come with steep 
price tags as you secure more data in more places.  you 
may have to add addition memory and increase the number 
of processors to handle the demands of encryption. As you 
upgrade your server hardware, the operating system vendor 
and application software vendors may increase the license 
fees they charge for their software. these cost increases 
may ripple through your backup and high availability 
systems.  on top of increased hardware and software, your 
human resource costs also increase as you deploy larger 
and more powerful servers.

Because encryption is a CPu intensive task, you may not 

even be able to solve an encryption performance problem 
by upgrading your hardware.  if your application performs 
one encryption at a time (this is usually the case), adding 
additional CPu processors may not have a significant impact 
on performance. Adding more powerful CPu processors 
can help, but often there is no server upgrade path that 
provides faster CPu processors. you may easily find yourself 
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in a situation where there is no way to “throw hardware” at 
the performance problem to solve it. upgrading hardware 
can lead to unexpected additional software costs. Some 
software vendors license their solutions to the number 
of processors, or speed of the processors, in your server.  
upgrading hardware to solve a performance problem can 
result in increased software license fees.

Are Network Encryption Devices A 
Good Idea?

Some security vendors provide encryption solutions on an 
external server as an encryption appliance.  Each time your 
application needs to encrypt or decrypt data, a connection 
to the server is created and the data is transferred to the 
server for the encryption operation.  Be sure to understand 
the maximum encryption rate of these types of appliances 
when doing a large number of operations. if it takes 5 
milliseconds to transfer data to a server for encryption, 
and 5 milliseconds to return the encrypted data, that 10 
milliseconds can represent a performance problem. 

this type of delay is called “network latency”. network 
latency sometimes refers to just the delay that is directly 
imposed by the network itself, and sometimes it also 
includes the delays imposed by the encryption server, 
intermediate gateways and switches, and security devices.  
network latency may be different at different times of the 
day due to changes in network traffic. For example, a large 
print job may flood your network with data and increase 
the delays for your encryption requests.  in the real world 
you are concerned about anything that slow down your 
encryption requests to an external encryption server. With 
a 10 millisecond turn-around time it will take more than 2.5 
hours to encrypt that 1 million credit card numbers.

Watch Out For These Performance 
Red Flag

Some encryption solutions use “shadow files” (files external 
to your application) to store encrypted data. the use of 
shadow files normally indicates that the vendor has an 
incomplete implementation of the AES encryption suite, or 
that the system architecture is limited in some way. the use 
of shadow files can impose severe performance penalties. 
in order to perform an encryption or decryption task an 
addition file read or write is required which essentially 
doubles the file activity.  this may also increase processor 
loads as your application mirrors the data to a hot backup 
system. you will want to be very careful in measuring the 
performance impacts of encryption solutions that use 

shadow files.

if an encryption vendor will not provide you with a fully 
functional evaluation of their solution, this represents a clear 
warning signal. your application environment is unique and 
you will need to be able to evaluate the impact of encryption 
in your environment. A vendor who refuses to provide you 
with a clear method of evaluating the performance of their 
solution may not have your best interests in mind.

Townsend Security

despite an orgnization’s best efforts, their data will get out.  
the best way to secure critical information is with strong 
encryption and key management.

townsend Security provides niSt-certified encryption and 
logging solutions for the Enterprise.  our encryption, key 
management, tokenization, and logging solutions protect 
sensitive data from loss, whether it rests within, or is 
transmitted outside, of your organization.

our certified database encryption and key management 
solutions are guaranteed to meet the encryption and 
key management meet or exceeds the standards in PCi, 
HiPAA, HitECH and more. organizations worldwide rely on 
townsend Security for their data privacy needs.  

Web:  www.townsendsecurity.com
Phone:   (800) 357-1019 or (360) 359-4400
International: +1 360 359 4400
Email:  info@townsendsecurity.com
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