
 

Regulatory Compliance
Solution Brief

COMPLIANCE

Enterprise customers, security administrators, and security 

auditors need a roadmap to solving the challenges of 

regulatory compliance. This solution brief will assist these 

professionals in identifying security solutions from Townsend 

Security that meet data security regulations.

Solutions for the
Compliance Challenge

www.townsendsecurity.com

Townsend Security provides data encryption & tokenization, key 
management, secure communications, and compliance logging 
solutions to Enterprise customers on a variety of server platforms 
including IBM i, IBM z, Windows, Linux, and UNIX. The company 
can be reached on the web at www.townsendsecurity.com, or
(800) 357-1019.

About Townsend Security

724 Columbia Street NW, Suite 400, Olympia, WA 98501  |  800 357 1019  +1 360 359 4400  Fax 360.357.9047
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Introduction

This document is designed for security professionals as 
a guide to the Townsend Security solutions and how they 
map to specific HIPAA data protection regulations. The 
document is organized by the specific HIPAA regulation to 
make it easy to correlate the regulation with a solution from 
Townsend Security. 

Most Townsend Security encryption and key management 
solutions are implemented on a wide variety of operating 
systems and platforms. Each solution referenced in this 
document contains the platforms on which the solutions are 
implemented.

Please note that this document is not designed to replace 
the guidance of a security professional. Always seek the 
advice of a qualified assessor or security professional 
before deploying any vendor solution. 

Payment Card Industry Data 
Security Standards (PCI DSS)

The Payment Card Industry Data Security Standards (PCI 
DSS) require that merchants protect sensitive cardholder 
information from loss and use good security practices to 
detect and protect against security breaches. 

Section 3: Protect Stored 
Cardholder Data

“Encryption is a critical component of cardholder data 
protection. If an intruder circumvents other network security 

controls and gains access to encrypted data, without 
the proper cryptographic keys, the data is unreadable 

and unusable to that person. Other effective methods of 
protecting stored data should be considered as potential 

risk mitigation opportunities…”

Alliance Key Manager, along with Key Connection, provide 
strong, standards-based encryption and key management 
to the Drupal platform. In addition to retrieving keys, 
the Key Connection module creates a NIST-validated 
encryption option by using on-board encryption on the 
Alliance Key Manager.  For organizations that need to meet 
PCI DSS requirements, NIST-validated encryption and key 
management means you are provably meeting industry 
standards and best practices.

Health Insurance Portability and 
Accountability Act (HIPAA)

Compliance with the HIPAA Security Rules and HIPAA 
Privacy Rules for Electronic Protected Health Information 
(ePHI) requires the use of many security technologies 
and best practices to demonstrate strong efforts towards 
complying with this federal regulation. The ability to 
effectively secure ePHI and audit IT and security operations 
may involve both strong encryption and real-time and 
historical activity logs that relate to many systems. A 
real-time perspective of system logs is required to gain 
the ability to appropriately respond to immediate threats 
that seek to compromise sensitive systems. A historical 
perspective is required to ensure that the organization is 
effectively performing data encryption, login monitoring, 
access control, configuration and other security-relevant 
changes to their sensitive systems in accordance with 
standards over time.

Encryption: HIPAA Security Rule 
at 45 CFR section 164.312(a)(2)          
(iv and ii)

“Implement a mechanism to encrypt and decrypt electronic 
protected health information (ePHI).” And “Implement 
a mechanism to encrypt electronic protected health 

information whenever deemed appropriate.”

Alliance AES encryption solutions provide strong, standards-
based encryption for all Enterprise server environments. 
Alliance data encryption solutions are NIST certified and 
work across all of your server platforms to secure sensitive 
ePHI data. Alliance AES encryption implements the full NIST 
specification for AES encryption including all encryption key 
sizes and modes of encryption. This insures compatibility 
with your business applications, medical delivery devices, 
external suppliers, and claims management providers. 
Alliance encryption key management solutions provide the 
protection you need for your encryption keys.

Sarbanes-Oxley Act of 2002 (SOX)

Section 404 of the Sarbanes-Oxley Act mandates that each 
annual report contain an internal control report, which must 
state the responsibility of management for establishing 
and maintaining an adequate internal control structure and 
procedures for financial reporting. It must also contain an 
assessment, at the end of the issuer’s most recent fiscal 
year, of the effectiveness of the internal control structure 
and procedures for financial reporting. The auditor must 
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attest to, and report on, the assessment made by the 
management of the issuer. 

Sarbanes-Oxley will require that companies implement 
an established internal control framework. As part of that 
framework, general computer controls will need to be 
implemented and documented. Information security controls 
are a key component of general computer controls; without 
them, general computer controls and overall internal 
controls cannot be effective. Therefore, information security 
controls are a critical component to ensure an effective 

COSO-based internal control environment.

Privacy Notification

Many states in the US have passed privacy notification 
laws that require public notification of the loss of Personally 
Identifiable Information (PII). While the regulations vary from 
state to state on what defines PII, most states incorporate 
a broad definition of PII that includes an individual’s social 
security number, debit and credit card numbers, drivers 
license, medical ID numbers, identity cards, and address 
information. The loss of significant amounts of sensitive 
data triggers a mandatory notification process and, in some 
cases, potentially severe financial penalties. In most cases 
an Enterprise is relieved of notification requirements if data 

is secured with strong encryption.

Protecting Information at Rest

Alliance AES encryption solutions provide strong, standards-
based encryption for all Enterprise server environments. 
Alliance data encryption solutions are NIST certified and 
work across all of your server platforms to secure sensitive 
ePHI data. Alliance AES encryption implements the full NIST 
specification for AES encryption including all encryption key 
sizes and modes of encryption. This insures compatibility 
with your business applications, medical delivery devices, 
external suppliers, and claims management providers. 
Alliance encryption key management solutions provide the 

protection you need for your encryption keys.

Solutions:
Alliance AES Encryption provides column level encryption 
for all database systems including IBM DB2, Microsoft SQL, 
MySQL, etc. The encryption APIs can be used with both 
structured and unstructured data, and integrate with key 
management solutions. Platforms: Windows, Linux, UNIX, 
IBM i, IBM Z. Certifications: NIST AES Validation.

Alliance Key Manager provides encryption key 
management, key retrieval, and encryption services for 
applications running on a variety of operating systems, and 

platforms. Key services are delivered using secure and 
authenticated SSL/TLS communications. Client platforms: 
Windows, Linux, UNIX, IBM i, IBM Z, etc.

Alliance File Encryption Manager provides automatic 
whole file encryption for FTP servers, web servers, WebDAV 
servers, Windows folders, and all other environments where 
files need to be automatically secured. Platforms: Windows. 
Certifications: AES Validation for encryption.
PGP Command Line 9 provides whole file encryption 
using the Pretty Good Privacy (PGP) open standard. PGP 
provides full public/private key infrastructure support and is 
the de facto standard for exchanging files across Enterprise 
boundaries. Platforms: Windows, Linux, UNIX, IBM i, IBM Z, 
Mac OSX, etc.

Gramm-Leach-Bliley Act (GLBA)

The Gramm-Leach-Bliley Act, also known as the Gramm-
Leach-Bliley Financial Services Modernization Act, or 
GLBA, includes the Safeguard rule specifically addressing 
information security. The Safeguards Rule requires 
financial institutions to develop a written information 
security plan that describes how the company is prepared 
for, and plans to continue to protect clients’ nonpublic 
personal information. (The Safeguards Rule also applies to 
information of those no longer customers of the financial 
institution.) 

The Safeguards Rule forces financial institutions to take 
a close look at how they manage private data and to do 
a risk analysis on their current processes. Under the act, 
there must be a security management process to protect 
against attempted or successful unauthorized access, 
use, disclosure, modification, or interference of customer 
records. The organization must be able to monitor, report, 
and alert on attempted or successful access to systems and 

applications that contain sensitive customer information. 

Protecting Information at Rest

Alliance AES encryption solutions provide strong, standards-
based encryption for all Enterprise server environments. 
Alliance data encryption solutions are NIST certified and 
work across all of your server platforms to secure sensitive 
ePHI data. Alliance AES encryption implements the full NIST 
specification for AES encryption including all encryption key 
sizes and modes of encryption. This insures compatibility 
with your business applications, medical delivery devices, 
external suppliers, and claims management providers. 
Alliance encryption key management solutions provide the 
protection you need for your encryption keys.
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Solutions:
Alliance AES Encryption provides column level encryption 
for all database systems including IBM DB2, Microsoft SQL, 
MySQL, etc. The encryption APIs can be used with both 
structured and unstructured data, and integrate with key 
management solutions. Platforms: Windows, Linux, UNIX, 
IBM i, IBM Z. Certifications: NIST AES Validation.

Alliance Key Manager provides encryption key 
management, key retrieval, and encryption services for 
applications running on a variety of operating systems, and 
platforms. Key services are delivered using secure and 
authenticated SSL/TLS communications. Client platforms: 
Windows, Linux, UNIX, IBM i, IBM Z, etc.

Resources

Payment Card Industry Data Security Standards (PCI)
Sarbanes-Oxley Act of 2002 (SOX)
NIST AES Certification Standards

State Privacy Notification Laws

Gramm-Leach Bliley Act

Townsend Security

Townsend Security provides data encryption & tokenization, 
key management, secure communications, and compliance 
logging solutions to Enterprise customers on a variety of 
server platforms including IBM i, IBM z, Windows, Linux, and 
UNIX. The company can be reached on the web at
www.townsendsecurity.com, or (800) 357-1019.
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http://www.pcisecuritystandards.org/
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_bills&docid=f:h3763enr.tst.pdf
http://csrc.nist.gov/groups/STM/cavp/documents/aes/aesval.html
http://www.ncsl.org/programs/lis/cip/priv/breachlaws.htm
http://www.ftc.gov/privacy/privacyinitiatives/glbact.html
http://www.townsendsecurity.com

