
 

Meeting Data Privacy Compliance 
within the Drupal CMS

COMPLIANCE

Drupal developers who need to protect 

sensitive data know that storing their 

encryption keys within the content 

management system (CMS) puts their data 

at risk for a breach.  With Key Connection 

for Drupal and Alliance Key Manager, 

administrators are now able to keep their encryption keys 

secure by storing them remotely and only using them when 

the encryption/decryption happens.

 

The Key Connection for Drupal module is a plugin for the 

Encrypt project that allows you to easily and securely retrieve 

and manage encryption keys from Townsend Security’s 

Alliance Key Manager.  With an easy to use interface, simply 

enter in the parameters of your Townsend Security Alliance 

Key Manager (AKM) server and rest assured knowing your 

data is secure.
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& Key Management

www.townsendsecurity.com
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https://drupal.org/project/encrypt


Introduction

This document is designed for Drupal administrators as a 
guide to encryption and key management requirements 
and recommendations put forth by the various data privacy 
compliance regulations. The document is organized by the 
specific regulations and explains how encryption and key 
management satisfies their requirements.
 
Please note that this document is not designed to replace 
the guidance of a security professional. Always seek 
the advice of a qualified security assessor or security 
professional before deploying any vendor solution.

Payment Card Industry Data 
Security Standards (PCI DSS)

The Payment Card Industry Data Security Standards (PCI 
DSS) require that merchants protect sensitive cardholder 
information from loss and use good security practices to 

detect and protect against security breaches. Alliance Key 

Manager meets PCI DSS requirements.

Requirement 3: Protect Stored 
Cardholder Data

Protection methods such as encryption, truncation, 
masking, and hashing are critical components of cardholder 
data protection. If an intruder circumvents other security 
controls and gains access to encrypted data, without the 
proper cryptographic keys, the data is unreadable and 
unusable to that person.  

Health Insurance Portability and 
Accountability Act (HIPAA)

Organizations who use encryption methods approved by 
the HITECH Act can obtain an exemption (safe harbor) from 
the HITECH Act breach notification requirements. Only 
encryption methods approved by the National Institute of 
Standards and Technology (NIST) are accepted as adequate 
protection of Protected Health Information. 

Encryption Recommendations 
According to HIPAA Security Rule at 
45 CFR section 164.312(a)(2)(iv and ii)

Implement a mechanism to encrypt and decrypt electronic 
protected health information (ePHI).” And “Implement 
a mechanism to encrypt electronic protected health 
information whenever deemed appropriate.

HIPAA offers the following guidance to render ePHI as 
unusable, unreadable, or indecipherable to unauthorized 
individuals:

Electronic PHI has been encrypted as specified in 
the HIPAA Security Rule by “the use of an algorithmic 
process to transform data into a form in which there is 
a low probability of assigning meaning without use of a 
confidential process or key” (45 CFR 164.304 definition of 
encryption) and such confidential process or key that might 
enable decryption has not been breached.  To avoid a 
breach of the confidential process or key, these decryption 
tools should be stored on a device or at a location separate 
from the data they are used to encrypt or decrypt.

Gramm-Leach-Bliley Act (GLBA) 
/ Federal Financial Institutions 
Examination Council (FFIEC)

The U.S. Congress passed the Gramm-Leach-Bliley Act 
(GLBA), also known as the Financial Services Modernization 
Act, in 1999 to help the financial services industry respond 
to technology-driven changes and global competition. The 
Federal Financial Institutions Examination Council (FFIEC) 
supports this mission by providing extensive, evolving 
guidelines for compliance.
 
The FFIEC recommends, “Institutions should employ 
encryption to mitigate the risk of disclosure or alteration 
of sensitive information in storage and transit. Encryption 
implementations should include:
• Encryption strength sufficient to protect the information 

from disclosure until such time as disclosure poses no 
material risk

• Effective key management practices
• Robust reliability
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Federal Information Security 
Management Act (FISMA)

NIST Special Publication 800-57 provides cryptographic 
key management guidance for FISMA compliance. Each 
U.S. Government organization that manages cryptographic 
systems that are intended to protect sensitive information 
should base the management of those systems on an 
organizational policy statement. The “Key Management 
Policy and Practices” subsection identifies U.S. Government 
laws, documents, and regulations relevant to the 
employment of cryptography and provides a sample 
structure and content for organizational Key Management 
Policies (KMP) and Key Management Practices Statements 
(KMPS). The KMPS specifies how key management 
procedures, and techniques are used to enforce the KMP.

Sarbanes-Oxley Act of 2002 (SOX)

SOX, or Sarbanes-Oxley Act, was created to protect the 
sensitive financial reporting data in public companies. While 
not explicitly stated, encryption and key management can 
help satisfy the requirements as follows:

DS11.6 Security Requirements for Data Management: 
Define and implement policies and procedures to identify 
and apply security requirements applicable to the receipt, 
processing, storage and output of data to meet business 
objectives, organizational security policy, and regulatory 
requirements.

DS5.8 Cryptographic Key Management: Determine that 
policies and procedures are in place to organize the 
generation, change, revocation, destruction, distribution, 
certification, storage, entry, use and archiving of 
cryptographic keys to ensure the protection of keys against 
modification and unauthorized disclosure.

Resources

Key Connection for Drupal
Key Connection for Drupal Solution Brief
Alliance Key Manager
Podcast: Securing Sensitive Data in Drupal

Townsend Security

Townsend Security creates data privacy 
solutions that help organizations meet 
evolving compliance requirements and 
mitigate the risk of data breaches and 
cyber-attacks. Over 3,000 companies 
worldwide trust Townsend Security’s 
NIST-validated and FIPS 140-2 compliant solutions to meet 
the encryption and key management requirements in PCI 
DSS, HIPAA/HITECH, FISMA, GLBA/FFIEC, SOX, and other 
regulatory compliance requirements. Learn more at 
www.townsendsecurity.com.
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http://townsendsecurity.com/products/drupal-encryption-key-management?utm_campaign=AKM%20for%20Drupal%20Compliance%20Brief&utm_source=Key%20Connection%20for%20Drupal
http://townsendsecurity.com/sites/default/files/AKM-Drupal.pdf?utm_campaign=AKM%20for%20Drupal%20Compliance%20Brief&utm_source=Key%20Connection%20Solution%20Brief
http://townsendsecurity.com/products/encryption-key-management?utm_campaign=AKM%20for%20Drupal%20Compliance%20Brief&utm_source=AKM%20Web%20Page
http://info.townsendsecurity.com/securing-sensitive-data-drupal?utm_campaign=AKM%20for%20Drupal%20Compliance%20Brief&utm_source=Key%20Connection%20for%20Drupal%20Podcast
http://www.townsendsecurity.com

