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Introduction

This document is designed for security professionals as 
a guide to the Townsend Security solutions and how they 
map to specific HIPAA data protection regulations. The 
document is organized by the specific HIPAA regulation to 
make it easy to correlate the regulation with a solution from 
Townsend Security. 

Most Townsend Security encryption and key management 
solutions are implemented on a wide variety of operating 
systems and platforms. Each solution referenced in this 
document contains the platforms on which the solutions are 
implemented.

Please note that this document is not designed to replace 
the guidance of a security professional. Always seek the 
advice of a qualified assessor or security professional 
before deploying any vendor solution. 

Terminology: The IBM i platform is also known as the IBM 
AS/400 and IBM iSeries platform. Linux refers to a variety of 
Linux distributions including SUSE and Red Hat Linux. UNIX 
refers to a variety of UNIX operating systems including IBM 
AIX and Sun Solaris.

If you have any questions about the Townsend Security 
solutions in this guide, please contact Townsend Security 
directly at 360-359-4400 or info@townsendsecurity.com.

Please note that this guide is informational only.  You should 
always obtain guidance from a qualified security auditor and 
security professional before deploying any vendor solution.

Health Insurance Portability and 
Accountability Act (HIPAA)

Compliance with the HIPAA Security Rules and HIPAA 
Privacy Rules for Electronic Protected Health Information 
(ePHI) requires the use of many security technologies 
and best practices to demonstrate strong efforts towards 
complying with this federal regulation. The ability to 
effectively secure ePHI and audit IT and security operations 
may involve both strong encryption and real-time and 
historical activity logs that relate to many systems. A 
real-time perspective of system logs is required to gain 
the ability to appropriately respond to immediate threats 
that seek to compromise sensitive systems. A historical 
perspective is required to ensure that the organization is 
effectively performing data encryption, login monitoring, 
access control, configuration and other security-relevant 
changes to their sensitive systems in accordance with 
standards over time.

Encryption: HIPAA Security Rule 
at 45 CFR Section 164.312(a)(2)          
(iv and ii)

“Implement a mechanism to encrypt and decrypt electronic 
protected health information (ePHI).” 

And “Implement a mechanism to encrypt electronic 
protected health information whenever deemed 

appropriate.”

Alliance AES encryption solutions provide strong, standards-
based encryption for all Enterprise server environments. 
Alliance data encryption solutions are NIST certified and 
work across all of your server platforms to secure sensitive 
ePHI data. Alliance AES encryption implements the full NIST 
specification for AES encryption including all encryption key 
sizes and modes of encryption. This insures compatibility 
with your business applications, medical delivery devices, 
external suppliers, and claims management providers. 
Alliance encryption key management solutions provide the 
protection you need for your encryption keys.

Solutions:
Alliance AES Encryption provides column level encryption 
for all database systems including IBM DB2, Oracle, 
Microsoft SQL, MySQL, etc. The encryption APIs can be 
used with both structured and unstructured data, and 
integrate with key management solutions. Platforms: 
Windows, Linux, UNIX, IBM i, IBM Z. Certifications: NIST AES 
Validation.

Alliance Key Manager provides encryption key 
management, key retrieval, and encryption services for 
applications running on a variety of operating systems, and 
platforms. Key services are delivered using secure and 
authenticated SSL/TLS communications. Client platforms: 
Windows, Linux, IBM i, IBM Z, etc.

Alliance File Encryption Manager provides automatic 
whole file encryption for FTP servers, web servers, WebDAV 
servers, Windows folders, and all other environments where 
files need to be automatically secured. Platforms: Windows. 
Certifications: AES Validation for encryption.

PGP Command Line 9 provides whole file encryption 
using the Pretty Good Privacy (PGP) open standard. PGP 
provides full public/private key infrastructure support and is 
the de facto standard for exchanging files across Enterprise 
boundaries. Platforms: Windows, Linux, UNIX, IBM i, IBM Z, 
Mac OSX, etc.

PGP Universal provides automated and policy driven 
email encryption security. Fully supports automated key 
management and web invitation and key generation for new 
recipients. Platforms: Appliance.
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