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HITECH Act Data Breach Notification: 
Achieve Safe-Harbor Status

with Encryption & Key Management

Only Encryption and Key Management Provide a Safe Harbor 
from Breah Notification

NIST VALIDATED AES ENCRYPTION AND THE HITECH ACT: This paper 

discusses how organizations who use encryption methods approved by the 

HITECH Act guidance data can obtain an exemption (safe harbor) from the 

HITECH Act breach notification requirements. Only encryption methods 

approved by the National Institute of Standards and Technology (NIST)  

are accepted as adequate protection of Protected Health Information.
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The Health Information Technology 
for Economic and Clinical Health Act 
(HITECH)

Enacted as part of the American Recovery and 
Reinvestment Act of 2009, it addresses the privacy 
and security concerns associated with the electronic 
transmission of health information.

The Department of Health and Human Services (HHS) 
has published a  “breach notification” rule, which 
clarifies several requirements of the HITECH Act.    The 
Security Rule, which went into effect on February 22, 
2010,  requires health care providers and other HIPAA 
covered entities to notify affected individuals and the 
HHS Secretary of a breach.  If the breach affects more 
than 500 individuals, the media must also be notified. 
The regulations also require business associates 
of covered entities to notify the covered entity of 
breaches at or by the business associate. 

Is Encryption the Only Safe Harbor 
from Breach Notification?

Yes. While the HITECH rules provide some leeway in 
the decision to encrypt Protected Health Information 
(PHI), there is no ambiguity about breach notification. If 
you are not encrypting the data and you experience a 
breach, you MUST perform the notification steps, even 
if you think you have comparable controls.

HITECH guidance states:
“ … if a covered entity has decided to use a method 
other than encryption or an encryption algorithm 
that is not specified in this guidance to safeguard 
protected health information, then … following a 
breach of this information, the covered entity would 
have to provide breach notification to affected 
individuals.”

“… a covered entity that seeks to ensure breach 
notification is not required in the event of a breach 
of the information in the database would need to 
encrypt the information pursuant to the guidance.”

Only encryption provides a safe harbor from 
breach notification.

Does It Matter What Encryption I 
Use?

Yes. You must use encryption methods that are 
approved by the HITECH Act guidance. 

HITECH guidance states:
“… if a covered entity has decided to use an … 
algorithm that is not specified in this guidance 
to safeguard protected health information, … the 
covered entity would have to provide breach 
notification to affected individuals.”

Only encryption methods approved by the National 
Institute of Standards and Technology (NIST) are 
accepted as adequate protection of Protected 
Health Information.

What is NIST and Why Is It 
Important?

The National Institute of Standards and Technology 
(NIST) is a US government agency that is part of 
the Department of Commerce. The NIST sets non-
military government standards for a wide variety of 
technologies including data encryption.  Because 
the NIST uses an open and professional process to 
establish standards, the private sector usually adopts 
NIST standards for commercial use. The NIST is one of 
the most trusted sources for technology standards.

Recognizing the need for a method of insuring the 
quality and correctness of AES implementations, 
NIST developed a set of tests and a testing protocol 
for the algorithm. It chartered independent testing 
laboratories to administer the tests and monitor the 
results. This set of tests is referred to as AES Validation

To achieve NIST certification a data security vendor 
must pass hundreds of different tests de-signed to 
validate that the vendor is properly encrypting and 
decrypting data. Only when all tests have been passed 
does NIST issue AES Validation certificates. The list of 
vendors who have passed these tests is located here. 
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Do I Have to Separate Encryption 
Keys from the Protected Data?

Yes. You must physically separate encryption keys 
from the data they protect. This means the keys must 
be stored on a separate system designed to manage 
the keys. 

HITECH guidance states:
“… covered entities and business associates should 
keep encryption keys on a separate device from the 
data that they encrypt or decrypt”.

Key management systems are special devices 
designed to protect encryption keys. NIST defines 
the best practices for key management systems, and 
provides a certification protocol called FIPS 140-2.

Must Encryption Key Management 
Systems be FIPS-140 Compliant?

Yes. The HITECH Act guidance refers to the NIST 
standards for encryption key management. The 
Federal government requires NIST FIPS-140 
certification for agencies, and strongly recommends 
FIPS-140 certification for private companies. 

From the NIST Special Publication 800-57 Part 3 on 
Key Management:

“Federal agencies must use FIPS-approved 
algorithms contained in validated cryptographic 
modules ( The only way to become “validated” is to 
certify the key management solution to the FIPS-140 
standard through the CMVP  program).  

 
From NIST Special Publication 800-21 for Federal 
Government use of Key Management:

“Use validated algorithms and modules. 
Cryptographic algorithms and the cryptographic 
modules in which they reside shall be validated in 
accordance with FIPS 140-2. “

The Cryptographic Module Validation Program 
(CMVP) at NIST coordinates FIPS 140-2 testing; 
Click here for information on FIPS-approved 
symmetric key algorithms, and here for information 
on digital signature algorithms. FIPS 140-2, Security 

Requirements for Cryptographic Modules, is 
available here.

About Alliance Key Manager

Our encryption key management solution, Alliance Key 
Manager, is NIST and FIPS-140 compliant (validation 
#1449). 

Alliance Key Manager, in use by over 3,000 customers 
worldwide, is a centrally administered solution that 
manages and stores symmetric encryption keys.   
The solution is available as a hardware security 
module (HSM), Cloud HSM, or VMware instance and 
supports all major business platforms including Linux, 
UNIX, Windows®, IBM i, and IBM z as well as SQL 
Server, Oracle, IBM, MySQL, and SQLite databases. 
Alliance Key Manager is available with perptual and 
subscription licenses.

Townsend Security

We know that data gets out, and that it can and routinely 
does fall into the wrong hands. When this happens, our 
solutions for encryption, key management, and system 
logging ensure that your Enterprise is compliant with 
regulations and that your sensitive data is protected. 

Our data security solutions work on a variety of server 
platforms including IBM i, IBM z, Windows, Linux, and 
UNIX. Many of these solutions are currently used by 
leaders in retail, health care, banking, and government. 

You can contact Townsend Security for an initial 
consultation at the following locations:

Web:  www.townsendsecurity.com
Phone:   (800) 357-1019 or (360) 359-4400
International: +1 360 359 4400
Email:  info@townsendsecurity.com
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