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Healthcare ISVs

Critical issues in meeting HITECH data protection regulations

As wE movE ClosEr to the finalized rules for HITECH data protection, 

some things are now becoming very clear. The government wants Isvs and 

service providers to offer encryption of data at rest to their customers, and 

they want covered entities to use it!  while a careful read of the regulations 

reveals that they do not mandate encryption, the guidance makes clear 

that encryption is the oNlY safe harbor from breach notification. 
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Abstract

As we move closer to the finalized rules for HITECH data 
protection, some things are now becoming very clear. 
The government wants Isvs and service providers to 
offer encryption of data at rest to their customers, and 
they want covered entities to use it!  while a careful 
read of the regulations reveals that they do not mandate 
encryption, the guidance makes clear that encryption 
is the oNlY safe harbor from breach notification. Your 
customers will interpret this as a mandate, and will start 
demanding encryption in your products and service 
solutions. we are already starting to see this happen. 

Healthcare Isvs face some really big challenges as they 
start to move into the unfamiliar territory of encryption 
and key management. Here are four critical issues you 
will face as you start down the path to securing your data 
at rest with strong encryption:

(1) The Big Challenge is Encryption 
Key Management

Encryption itself is not really the biggest technical 
challenge facing Isvs as they start to encrypt data in 
their application databases. most operating systems, 
databases, and programming languages offer encryption 
libraries that you can use right off the shelf. For example, 
microsoft provides encryption libraries in sQl server 
and the .NET language. oracle offers similar support for 
encryption in their database. The really big challenge 
is encryption key management.  Encryption keys are 
the secrets that must be protected. Key management 
systems create, store, and protect keys from loss, 
and this will be the hardest thing to get right. You will 
probably think about creating this solution yourself. But 
creating your own solution and getting it certified can 
take many months of development – and that’s if you 
already have the cryptographic and security expertise in-
house! In reality, the complexity of this type of application 
will probably motivate you to consider sourcing your key 
management solution from a vendor who specializes in 
this type of application.  

Proper key management brings a number of challenges 
to your project including ease of implementation and 
deployment, availability and redundancy, best practices 
for key usage, and key backup and recovery.  You 
will want to look hard at these aspects of any key 

management solution.

(2) NIST Certification - Is It Important?

The HITECH guidance is full of references to the 
National Institute of standards and Technology 
(NIsT) for encryption standards and best practices. 
Advanced Encryption standard (AEs) is the 
recommended technology for encryption. And the NIsT 
recommendations for key management are the gold 
standard for key management solutions. serious key 
management vendors submit their solutions to NIsT 
for certification under the FIPs-140 protocol, and these 
vendors are easy to locate on the NIsT web site. 

Is NIsT certification important? Absolutely! The only way 
you can prove that you’ve implemented encryption and 
key management correctly is by using NIsT certified 
solutions. vague statements from vendors saying their 
solutions “meet NIsT standards” won’t cut it in the 
event of a security breach and data loss. look for the 
actual FIPs-140 certifications that prove this point. Your 
customers will demand NIsT certification, and you will 

want the comfort and backing that certification provides.

(3) Getting Encryption and Key 
Management Right

You will be tempted to push the responsibility for 
encryption and key management to an outside vendor. 
If it is really hard to do, why not let someone else do the 
job? You can refer your customers to the vendor for the 
solution, and the vendor can do the work of getting the 
database encrypted.  It seems easy.  Until you discover 
that your customers are not going to distinguish between 
your vendor and you when problems happen! If there is 
a problem with encryption or key management in your 
application, who will your customer call? who will they 
blame for lost productivity and down time? That’s right 
- you will be ultimately responsible for any problems 
with data protection. You won’t want to risk this type 
of damage to your brand reputation. Healthcare Isvs 
quickly learn that they have to take responsibility for the 
encryption and key management approach, and bring 
this technology in-house.

(4) The Right Partnership

many Isvs discover that finding the right partner for key 
management solutions is the biggest hidden challenge 
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in their projects. Not only is the technology very 
specialized, there are a small number of vendors who 
offer NIsT certified solutions. You may find that they are 
not sympathetic with the challenges you face.  You have 
to offer solutions that are easy to deploy and meet your 
product pricing objectives. You may have special product 
branding needs, and you may even want to get your 
own NIsT certifications. what if you need a customized 
key management solution? Are there any vendors who 
are willing to help you with these requirements?  Finding 
the right partner is as important as finding the right 
technology.

Healthcare Isvs are not security specialists, and HITECH 
data protection can seem daunting. Paying attention 
to these four areas as you start your HITECH data 
protection projects can reduce your frustration level, and 
get you to a solution much faster. 

Townsend Security

Despite an orgnization’s best efforts, their data 
will get out. That’s reality. The best way to secure 
critical information is with strong encryption and key 
management.

Townsend security provides NIsT-certified encryption 
and logging solutions for the Enterprise. our encryption, 
key management, tokenization, and logging solutions 
protect sensitive data from loss, theft and abuse 
whether it rests within, or is transmitted outside, of your 
organization.

our certified database encryption and key management 
solutions are guaranteed to meet the encryption and 
key management meet or exceeds the standards in PCI, 
HIPAA, HITECH and more. organizations worldwide rely 
on PTss for their data privacy needs. 
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