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Separation of Duties

The concept of separation of duties (also known 
as segregation of duties) extends well beyond 
encryption key management in an information security 
context. This practice reduces the potential for fraud 
or malfeasance by dividing related responsibilities 
for critical tasks between different individuals in an 
organization. 

separation of duties is common in the financial and 
accounting procedures of most organizations. for 
example, the person who handles cash in a company 
would not be responsible for posting to the accounting 
records. The individual who signs checks will not 
reconcile the bank statements. in a financial institution, 
the person who authorizes a loan should not be the 
person who disburses the proceeds. These important 
security practices are well-recognized examples of the 
concept of separation of duties. 

regarding information security practices, the 
implementation of separation of duties is critical in 
the area of encryption key management. To prevent 
unwanted access to protected data, it is important that 
the person who manages encryption keys not have 
the ability to access protected data, and vice versa. 
This is no more difficult to accomplish in an information 
technology context than in a financial context, but 
is often overlooked or misunderstood in complex 
computer systems such as the iBm i.

Dual Control

While separation of duties involves distributing parts 
of a process to different people, dual control requires 
that at least two or more individuals control a single 
process. This creates checks and balances that reduce 
the potential for fraud and malfeasance. 

in data security practice it is common to find 
requirements for dual control of encryption key 
management functions. Because a key management 
system may be storing encryption keys for multiple 
applications and business entities, the protection of 
encryption keys is critically important. for this reason, 
all commercial key management solutions implement 
some form of dual control for access and key 
management functions.

dual control and separation of duties are not mutually 
exclusive, and it is common that both of these 
security concepts are implemented in data security 
architectures. The management of encryption keys 
is separated from the management of protected 
data (separation of duties) and the management of 
encryption keys requires at least two individuals to 
authenticate before any activity can be performed 
(dual control).

any effective dual control strategy should prevent 
easily bypassing the control, which is difficult to 
achieve on any server platform, including the iBm i.

Split Knowledge

The concept of split Knowledge applies to any access 
or handling of unprotected cryptographic material 
like encryption keys or pass phrases used to create 
encryption keys, and requires that no one person 
know the complete value of an encryption key. if pass 
phrases are used to create encryption keys, no one 
person should know the entire pass phrase. rather, 
two or more people should each know only a part 
of the pass phrase, and all of them would have to 
be present to create or re-create an encryption key. 
splitting the knowledge of the encryption key among 
multiple parties ensures the protection of this critical 
information.

modern key management systems do not rely on 
pass phrases to create encryption keys. instead, they 
rely on special random number generators to create 
encryption keys, and humans are not involved in 
the process. from a key creation point of view, split 
Knowledge is not relevant to these enterprise key 
management solutions.

split Knowledge is especially relevant in the context 
of the iBm i platform as the master keys are generated 
from user passwords, and these master keys are 
used to protect data encryption keys. understanding 
this process is crucial for a proper assessment 
of encryption key management on the iBm i. The 
master key facility (discussed in more detail later) 
protects data encryption keys by storing keys in non-
volatile memory, protecting them from some types 
of disclosure. However, split Knowledge without 
separation of duties and dual control fails to meet the 
minimum requirements for securing key encryption 
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keys and data encryption keys, so these concepts 
must be implemented as well.

split Knowledge applies beyond the scope of just key 
creation. any management control of encryption keys, 
any access to keys in the clear, any import or export of 
keys, or any distribution of keys in the clear should be 
protected by split Knowledge in the same way.

Bring Them Together - Separation 
of Duties, Dual Control, and Split 
Knowledge

When examining security standards and key 
management best practices, it is clear that the 
combination of all of these controls is necessary 
to properly secure an encryption key management 
system. deficits in any one of these areas can lead 
directly to the exposure of sensitive data. 

NIST, ANSI, and ISO Standards

The concepts of separation of duties, dual control, 
and split Knowledge pre-date modern computing 
systems and information security standards. They are 
core principles of any security strategy for protecting 
sensitive information or processes. The following 
standards organizations have incorporated these 
concepts into their encryption standards and best 
practices documents.

The national institute of standards and Technology 
(nisT) incorporates these concepts into their 
recommendations for encryption key management 
best practices in special Publication sP-800-57 
and in other data security recommendations. The 
american national standards institute (ansi) likewise 
incorporates these concepts into published standards 
like ansi X9.17 for the financial industry, and ansi 
X9.24 for the retail industry. in similar way iso 
standards 11568 and 11770 utilize these concepts for 
banking and retail environments.

PCI DSS, HIPAA, GLBA, and Other 
Compliance Regulations

The evolution of data security compliance regulations 
in the us, eu and asia can be traced back to these 
standards organizations. sometimes the connections 
are explicit as in the Pci dss, HiPaa/HiTecH act, and 
fisma guidance, and sometimes the connections are 
implicit. However, in almost every public and private 
data security standard you will find references to 
these standards and best practices with separation 
of duties, dual control, and split Knowledge as core 
concepts in encryption key management.

Here is what Pci dss says about dual control 
(emphasis added):

Cryptographic keys must be strongly protected 
because those who obtain access will be able to 
decrypt data. Key-encrypting keys, if used, must 
be at least as strong as the data-encrypting key in 
order to ensure proper protection of the key that 
encrypts the data as well as the data encrypted 
with that key.

The requirement to protect keys from disclosure 
and misuse applies to both data encrypting keys 
and key-encrypting keys. Because one key-
encrypting key may grant access to many data-
encrypting keys, the key-encrypting keys require 
strong protection measures. Methods for secure 
storage of key-encrypting keys include but are not 
limited to hardware security modules (HSMs) and 
tamper evident storage with dual control and split 
knowledge.

PCI DSS version 2.0 Navigation Guide

Here is an extract from nisT guidance (emphasis 
added):

Maintaining control of central or root keys from the 
time of generation is critical. Central or root keys 
are most likely to be used in sensitive applications 
such as encrypting user keys, signing a central 
key database for integrity, binding a key pair to a 
user, or generating user keys.  If these keys are 
compromised, a complete system compromise 
(involving the compromise of user keys, 
encrypted data, and/or signed data) becomes 
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a very real threat.  It is essential to maintain 
the security of these central keys from the very 
beginning - the generation process.  No one but 
the proper owner(s) of a key or key component 
should ever be able to use that key or key 
component.  If split knowledge and dual control 
are a requirement for central or root keys, then 
a failure to maintain split knowledge and dual 
control of those keys at any time in their lifecycle 
could present both a security problem and a 
potential system compromise.

“An examination of cryptographic security 
services in a federal automated information 
system”, NIST

IBM i Master Key Facility

With a foundation in security best practices, standards, 
and compliance regulations, we can now examine the 
implementation of the iBm master key facility on the 
iBm i platform. master keys are used as Key encryption 
Keys (KeK) to protect on-board data encryption Keys 
(deK). The iBm i master key facility provides for up 
to eight master keys that are stored in non-volatile 
storage. This non-volatile storage is within the bounds 
of the physical server, but is not disk storage. master 
keys are backed up to tape during a system save 
operation (saVsys) and protected with a special 
save/restore master key, which is also stored on the 
backup media. Because protecting key encryption 
keys are critical to your key management strategy, it is 
important to understand who can manage these keys 
and what controls are available.

Key Generation
modern enterprise key management systems typically 
use cryptographically secure random Bit Generators 
(rBGs) to generate sensitive key encrypting keys 
and data encrypting keys. This avoids any human 
knowledge of this sensitive information. The iBm 
i master key facility is different in that it uses pass 
phrases for key generation. one or more users enter a 
pass phrase, which is hashed and combined with the 
previous pass phrase, if any. This exposes important 
encryption key information in the clear, and thus must 
be protected with split Knowledge and dual control 
throughout the life of the key. any single user with 
adequate privileges, including the security officer, 
can singly and alone, create, rotate, and delete a 

master key. There is no system-wide security setting 
that implements and requires split Knowledge and 
dual control of master keys, which leads to a critical 
security weakness. When a single user can replace a 
master key, there is no effective dual control.

User Access Controls
access and management of master keys is not 
restricted to the primary security administrator 
(Qsecofr). The security officer can and normally 
does designate other users with the same level 
of authority using the special security privilege of 
all object (*alloBJ) and security administrator 
(*secadm). in fact, it is not possible to establish a 
master key using split Knowledge without granting 
these privileges to one or more additional users. it is 
not necessary that a user have explicit permission to 
the Qsecofr account, it is only necessary to have 
these special permissions. 

Key Lifecycle Management
once master keys are established and used to 
protect data encryption keys, the master key can be 
changed by the security officer, or any other user with 
adequate privileges. you can perform key change (key 
rotation) of the master keys, at any time. again, there 
is no system-wide dual control or split Knowledge 
enforcement of master key management. 

System Logging
The operating system can perform security event 
logging when master keys and system configuration 
information is changed. security event logging 
through the special iBm security journal QaudJrn 
will collect information about master key changes. it 
should be noted that system configuration, security 
event logging, and management of the security event 
journal itself is fully under the control of the security 
officer and any other users with the same authority 
to manage master keys. a single highly privileged 
individual can delete the log entries of their master key 
activities. again, there is no system-wide enforcement 
of dual control mechanisms for security event logging. 
While security event logging is a good security 
practice, relying on system logging as a protection 
strategy for master keys would at best be considered 
a compensating control. By itself it is an inadequate 
protection strategy for critically sensitive information 
such as key encryption keys.
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Master Key Off-Line Storage
master keys are encrypted with a special save/restore 
master key and saved to off-line storage during an 
operating system backup (saVsys) operation. The 
master keys are re-established on a new system 
when a full system restore is performed. save/restore 
master keys are also generated from one or more 
pass phrases and suffer from the absence of security 
controls around split Knowledge and dual control.

IBM i Data Encryption Key Tables

iBm provides a special type of dB2 database for 
storing data encryption Keys. The data encryption 
keys stored in this special database are encrypted 
and protected by the master Key facility, and the 
master keys function as Key encryption Keys. The data 
encryption keys in this dB2 database are then used to 
protect sensitive user application data.

The system security officer has full control of key 
encryption keys in the master Key facility which 
protect data encryption keys in the special dB2 data 
encryption key database, and all user data protected 
with these keys. due to the highly authorized nature 
of the system security officer, it is not possible to limit 
access to protected data using iBm i security controls. 
The system security officer will always have access to 
all protected data.

QSECOFR and Highly Authorized 
Users

for security professionals and auditors, the problem 
of highly authorized users, such as “root” on linux 
and unix systems and “administrator” on Windows 
systems, is always a challenge when assessing a 
system that contains sensitive information. The iBm i 
platform has a similar highly authorized user named 
Qsecofr. This user profile is provided by iBm, and 
typically used by customers to configure and secure 
their operating environment.

it is not possible to restrict the authority of the 
Qsecofr user. regardless of any attempt to restrict 
this user from executing specific commands, or 
prevent this user from accessing any database table, 
this user will always have full access to master key, 
data encryption keys, and protected data. 

it is common practice for the Qsecofr user to grant 
similar levels of authority to other designated users by 
giving them all object (*alloBJ) authority. many iBm 
i security professionals have noted the tendency for 
iBm i customers to have an unacceptable number of 
highly privileged users.

Master Keys and Security Audit 
Failure

for all of the above reasons the iBm master Key 
facility is inadequate to meet any of the common data 
security regulations such as Pci dss, HiPaa/HiTecH 
act, GlBa/ffiec, ferPa, fisma, sarbanes-oxley, and 
many others. Here is a summary of the most common 
reasons for audit failure:

Separation of Duties Failure
The highly privileged nature of the Qsecofr user 
profile, and any profile with all object (*alloBJ) 
authority prevents an adequate implementation of 
master key controls and therefore of separation of 
duties. iBm i highly privileged users have access to 
both protected data and encryption keys, resulting in a 
failure of this necessary security control.

Dual Control Failure
no effective operating system controls are available 
to implement dual controls for master Key (key 
encryption key) management functions, nor for 
operations on data encryption Key stores. customer or 
vendor attempts to use front-ends to implement dual 
control are ineffective in preventing highly authorized 
users from managing these keys, resulting in a failure 
of this necessary security control.

Split Knowledge Failure
While establishing a master Key can be accomplished 
by using multiple user-entered passwords, this 
control can be easily bypassed by a single highly 
privileged user who replaces the master key. attempts 
to mitigate this through system logging are weak 
compensating controls. This failure to adequately 
control split Knowledge of master Keys during creation 
or replacement results in the potential loss of sensitive 
data and cryptographic key material.

Additive Security Failure
a single point of failure of security controls in the 
critical key management process would be sufficient to 
cause a security audit failure, but multiple weaknesses 
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in the control system for key management should raise 
red flags for any auditor. for this reason, more iBm i 
customers are failing external security audits when 
performed by knowledgeable security professionals.

The Role of Enterprise Key 
Management Solutions

Professional key management solutions have the 
single purpose of protecting encryption keys from 
unauthorized access, substitution, and corruption. 
They implement provably secure cryptographic 
methods through nisT fiPs-140-2 certification and 
implement the necessary dual control, separation 
of duties, and split Knowledge concepts that 
security professionals and security auditors expect. 
To minimize the risk of exposure, these are typically 
single purpose, single platform solutions which have 
been reviewed by independent security professionals 
for encryption key best practices. The best solutions 
have been fiPs-140-2 certified by a nisT chartered 
security testing laboratory.

Summary

With the growing emphasis placed on encryption key 
management due to the evolution of data security 
regulations and the growing knowledge of security 
auditors of key management best practices, iBm i 
customers are now experiencing an increasing rate 
of audit failures due to encryption management and 
protection. iBm i customers can minimize the financial 
and organizational impacts of a security audit failure 
or data breach by implementing proper encryption 
key management. This cannot be accomplished 
through the iBm i master Key facility, but cios and iT 
managers at organizations currently using this facility 
can proactively move to alternative key management 
solution to avoid the consequences of a key 
management audit failure. many solutions now exist to 
help the iBm i customer achieve this level of security.

Additional Resources

for more information regarding encryption key 
management please reference:

eBook: encryption Key management simplified
Resources Kit: encryption Key management
Video: Why is unprotected data a Business Problem?
Blogs: encryption Key management
Web Page: alliance Key manager
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