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Introduction

Working at an Internet or software startup company is an 
incredible experience. It can be a thrilling, exhausting, 
exasperating, and joyful experience. No one will forget 
Launch Day after working months on a project, and your first 
Early Adopter customers are an exciting validation of your 
work. 

So, why do many startups fail to thrive after an exciting 
launch? 

After the successes with Early Adopters, the startup wants 
to engage with larger Enterprise customers. These Big 
Deals are the lubricant that moves you out of the startup 
designation to a fully successful company. And right away 
you will run into Enterprise expectations for data protection 
of sensitive information. If you haven’t gotten this right from 
the beginning, it is very difficult to close these crucial large 
deals. The sales team bogs down in prolonged discussions 
about governance, risk management, and compliance 
(GRC). Questions keep coming to the developers to 
describe how they meet various compliance regulations 
and security best practices. Deals get delayed and revenue 
slumps.

This doesn’t have to happen to you!

This paper describes some of the things you can do in 
system design and development to get data protection right 
and avoid later stage growth issues. Even if you are not 
targeting the Enterprise customer in your current business 
plan, you shouldn’t lock yourself out of that market. Good 
ideas sometimes find unusual homes. Data protection is 
good for you in all customer segments.

1] Segment Data and Control 
Geolocation

Enterprise customers expect their data to be logically and 
physically separated from other customer’s data. This 
may be driven by compliance regulations such as PCI 
DSS, or due to legal liability considerations, or may be 
driven by internal security best practices and corporate 
standards. Even if you are designing a web service that 
must aggregate customer data, be sure that you can build 
that web service as a stand-alone service that will operate in 
a Virtual Private Cloud, or as a web service on a corporate 
intranet. Ideally a customer should be able to launch your 
application as a VMware instance, an Amazon Web Services 
AMI, or other cloud virtual machine.

Many Enterprise and public sector customers are under 
legal and compliance mandates that prevent the exportation 
of data outside state borders. Can you ensure that your 
database and data storage strategy can provide assurance 
of geo-location of data?  Be sure to implement a data 
storage architecture that can prevent cross-border migration 
of data, and understand your cloud service provider’s 
assurances in this area.

2] Map and Document Sensitive 
Data

Enterprise customers want to know what sensitive data is 
being stored by your application or web service. In some 
cases, they are required to provide documentation to 
compliance regulators and auditors. Be sure you document 
all Personally Identifiable Information (PII), Protected Health 
Information (PHI), Nonpublic Personal Information (NPI), 
and any other sensitive data. In addition to an inventory 
of sensitive data, be prepared to share an architectural 
diagram of how data flows through your system, all 
integration points with outside services, and all data 
storage. You will be asked what steps you take to protect 
that information in motion and at rest (more on that below).

3] Use Standards-Based Encryption

Access controls (ACLs, etc.), firewalls, and SSL encryption of 
data in motion by themselves will never be enough to satisfy 
an Enterprise or public sector customer that sensitive data 
is being protected. Implement encryption of sensitive data 
from day one of your project. Use an encryption method 
that is based on widely accepted industry standards such as 
256-bit AES. Never use home-grown encryption methods 
as this will never pass an audit by an experienced security 
professional. While there are good security algorithms 
that are not based on AES, avoid them in order to meet 
compliance regulations. Stick with 256-bit AES.

HINT: Understand the appropriate modes of encryption 
to use with AES. The Cipher Block Chaining (CBC) 
mode is most commonly used for protecting sensitive 
data. Be sure that you also understand the proper 
handling and storage of Initialization Vectors (IVs.).

Acceptable: 128-bit AES, 256-bit AES

Unacceptable: Two Fish, Blow Fish, RC2, RC4, DES, 
and any “encryption” that you wrote for a college 
project.
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Implement Encryption Key 
Management

The hardest part of security is encryption, and the hardest 
part of encryption is key management. The most crucial 
thing to get right in your encryption strategy is how you 
manage encryption keys. The most common cause of audit 
failures for customers who have implemented encryption 
is poor encryption key management. Storing an encryption 
key in the same web instance or virtual machine as the 
sensitive data is like taping your house key to your front 
door when you leave in the morning. It will certainly be 
easy to find when you return home (very convenient!). 
But the bad guys can easily find it, too. The same applies 
to encryption keys in your application. Your startup 
doesn’t need the kind of bad publicity that comes with an 
embarrassing lapse of security.

Design your application to retrieve an encryption key from 
a key management service or device. If you design your 
application for encryption key management properly, your 
customers can choose to use a key management web 
service, cloud HSM, virtual appliance, or a dedicated HSM 
on premise. Giving your customers a choice on their key 
management platform makes it that much easier for your 
sales team to close deals.

Lastly, always chose a key management solution that 
has been validated to the NIST FIPS 140-2 standard. 
This is a requirement for many public agencies, and is a 
hard requirement for many private sector Enterprises. All 
security professionals understand the value of a FIPS 140-2 
validation, don’t leave home without it!

HINT: Don’t accept an encryption key management 
solution that has never been validated to the NIST FIPS 
140-2 standard. Validated solutions are published by 
NIST here.

Provide Options for Key 
Management Deployment Including 
HSM, Cloud HSM, Virtual Appliance, 
and Cloud

Provide options for key management deployment including 
HSM, cloud HSM, virtual appliance, and cloud
Enterprise customers can be selective about where 
encryption keys are stored for their information. Some 
will want encryption keys stored on dedicated hardware 
security modules (HSMs) under their sole control, others 

will accept dedicated cloud HSM services, others will find 
virtualized or cloud-based key management solutions 
acceptable. This often reflects their concerns about 
compliance regulations, internal governance, and security 
best practices. 

As a developer, be sure that your key management 
strategy supports all of these platform options. Modern 
key management solutions provide secure, network 
attached key retrieval and encryption services. Regardless 
of which platform a customer chooses for encryption 
key management, you should be able to use a common 
interface to configure and connect to a simple key 
management service. Whether the key management service 
is in the cloud, in a cloud HSM, or in the customer’s data 
center should not be a factor. 

Avoid: 
Cloud-only or HSM-only key management solutions
Non-standard encryption key management
Unsecured (unencrypted) key retrieval mechanisms
Key management not validated to FIPS 140-2

Recommended:
Secure (encrypted) network attached Key Management 
solutions validated to FIPS 140-2

Use Code Abstraction for Encryption 
and Key Management

The regulatory landscape and encryption technologies 
evolve over time. It is a good programming practice to 
provide a layer of abstraction between your application 
code and encryption and key management services. You do 
this naturally when you use SQL for database access. When 
you use SQL it is much easier to change the underlying 
database. The same is true with encryption and key 
management. Code a common module such as a shared 
library or DLL that handle encryption and key management 
tasks for you, and then integrate that with your business 
application logic. When you need to change your encryption 
method or key management, you can do it in one place.

Avoid: Direct calls from applications to encryption 
libraries such as openssl.

Recommended: Create shared library or DLL to 
perform encryption and embed key management or on-
device encryption.
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Enable On-Device Encryption

Because encryption keys are the crucial secret that must 
be protected as a part of your encryption strategy, allow 
for on-device encryption in your application. On-device 
encryption allows you to encrypt and decrypt information 
without retrieving an encryption key, this providing an extra 
layer of security. Almost all professional key management 
solutions implement encryption services alongside their key 
management and key retrieval services. When developing 
applications for the web, kiosk, or ATM-style platforms, be 
sure to support on-device encryption services. 

An added benefit to supporting on-device encryption is that 
you can leverage the FIPS 140-2 validation of the encryption 
service. Does your customer have a hard requirement for 
NIST validated encryption? Just use the a key management 
service that has been validated.

Design for Key Change (Key 
Rollover)

Encryption keys have an optimal lifespan (crypto-period) 
that can vary from one application to another. NIST 
provides some guidance for the many factors used to 
determine crypto-periods in their Special Publication 800-
57 (Recommendation for Key Management). At the end 
of an encryption key’s crypto-period the key should be 
changed (sometimes referred to as key rollover, or key 
rotation). New information should use new encryption keys, 
and older encrypted information should be re-encrypted 
with the new keys. Note that key rotation also applies to 
the key encryption keys (KEK) that are used to protect data 
encryption keys (DEK).

As a developer you should allow the Enterprise customer 
to determine the appropriate crypto-period for their 
information. Look for a key management solution that 
supports key change based on policy, and which supports 
key change for key encryption keys. This will greatly simplify 
the task of supporting key rotation.

HINT: You can store an encryption key name and 
initialization vector (IV) with your encrypted data on the 
first encryption. Then you can use this information on 
the decryption operation. With this strategy you can 
perform a key change operation without taking the 
database offline. New encryption requests will use the 
latest version of a key, decryption requests will always 
use the original key.

Design for Compliance

You are probably putting a lot of attention on designing 
The Next Big Thing, and that’s understandable. You may 
be entering a crowded market and you need to stand out 
with some really dazzling features. This is the part that 
developers love, and it gets the creative juices flowing. 
But don’t forget to design in compliance. If you take credit 
cards and have to store them for recurring payments, be 
sure you really understand the PCI Data Security Standard 
(PCI-DSS). If you are entering the medical industry, be 
sure that you understand the HIPAA and HITECH Act data 
security requirements and the Meaningful Use guidelines 
from HHS. For the financial vertical, understand GLBA and 
FFIEC guidelines. For public sector customers, be sure you 
understand FISMA and FedRAMP requirements.

You’ve already decided to encrypt your data at rest, and to 
use industry standard key management. Now also be sure 
that you understand Segregation of Duties, Dual Control, 
and Split Knowledge as they apply to encryption key 
management. These are fundamental security best practices 
and you will want to be able to defend your encryption and 
key management strategies on these points.

Design for Business Continuity and 
High Availability

Enterprise customers always bring concerns about Business 
Continuity (BC) to a discussion about licensing your web 
service or application. When deploying encryption and 
key management, this will be one of their top concerns. 
What happens if the network fails and you can’t retrieve 
an encryption key? What happens if the key management 
service fails or becomes unavailable due to a cloud service 
provider failure? Be prepared to answer these questions.

Here are some things to look for in a key management 
solution:

• Real time key mirroring to one or more secondary key 
servers

• Real time key access policy mirroring to one or more 
key servers

• Active - Active primary and secondary key 
management mirroring

• Automatic mirroring recovery from network outages
• Optional secure local key caching
• Backup and restore of keys and access policies.
• Application layer automatic failover to secondary 

servers
• Disk, power, and network interface redundancy 

(HSMs)
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Design for Storage Encryption

Databases and cloud storage services are not created equal 
in regards to encryption and key management support. 
These technologies are still evolving - many enlightened 
OS vendors and cloud service providers support encryption 
and customer-based key management, but there are still 
many that do not. Don’t lock yourself out of Enterprise 
deals because you chose to implement an inexpensive, but 
inflexible solution for the storage of sensitive data. 

Choose applications, databases and storage services 
that support encryption with customer provided keys. For 
example, Windows applications written in C# can easily 
implement encryption at the application layer by retrieving 
a key and using native .NET encryption functions. In this 
example you can use any underlying database or storage 
mechanism. Another example in the Linux environment 
would be using Java’s native AES encryption facility with 
an encryption key retrieved from a key manager. Again, the 
underlying database or storage mechanism would not be 
important. 

Avoid storage mechanisms that support encryption, but 
which do not allow proper key management. This would 
include Amazon Web Services RDS facility. The Amazon 
S3 storage facility, on the other hand, supports customer-
provided encryption keys.

HINT: Some cloud service providers implement self-
encrypting drives (SED) as an option. Avoid depending 
on these services as they provide minimal application 
level security, and do not provide proper encryption 
key management.

Understanding Programming for 
Security

Developers are justifiably proud of their work that provides 
wonderful new features and a great user experience. 
Application and data security sometimes fall victim to the 
rush to get a new product to market. Programming for 
security is a habit you can develop, and won’t take away the 
punchbowl of spiffy new features. Programming for security 
goes beyond encrypting sensitive data, but is inadequate 
without it. There are a number of resources available to 
developers including:

• OWASP Top 10
• “Secure Coding in C and C++”, Second edition by 

Robert Seacord
• “Applied Cryptography”, Second Edition by Bruce 

Schneier

Security Assessment

Nothing builds confidence for an Enterprise customer 
as much as an independent security assessment of 
your web service or application. As soon as you have a 
working functional prototype of your application, engage 
a qualified security assessment professional or firm to give 
your solution a once-over. By doing this step early in your 
development cycle, you will have time to address the issues 
they identify. After you are code-complete and finished 
with system testing, ask for an update to the security 
assessment. Your goal should be to get a clean report with 
no major security issues.

Additionally, you should perform periodic penetration 
testing of your solution. There are a wide variety of pen 
testing tools available, and providing a report to your 
Enterprise customers will also help you close those deals! 
Remember to work penetration testing into your code 
release cycle, and repeat testing at least quarterly.

Additional Resources

More Info: Alliance Key Manager

eBook Encryption Key Management Simplified

Developer Program: Request Information

Townsend Security

Townsend Security creates data privacy solutions that help 
organizations meet evolving compliance requirements and 
mitigate the risk of data breaches and cyber-attacks. Over 
3,000 companies worldwide trust Townsend Security’s 
NIST-validated and FIPS 140-2 compliant solutions to meet 
the encryption and key management requirements in PCI 
DSS, HIPAA/HITECH, FISMA, GLBA/FFIEC, SOX, and other 
regulatory compliance requirements. Learn more at 
www.townsendsecurity.com.
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